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AHoTauin

Lei SRE Handbook € asToputetHum TexHiuHum gosigHukom 3 Site Reliability Engi-
neering gnsi nnatpopmu ERP/1: MignpuemcrtBo. Bin oxonntoe noeHy apxitekTypy
multi-namespace Kubernetes-knactepy, getanisosany ctpyktypy Helm-vapris, cneyndi-
KaLito BCiX MaHichecTiB KOMMOHeHTIB, a Takox npaktuku SRE: SLI/SLO, error budgets,
on-call, chaos engineering i GitOps. JokymeHT agantye knacuyni npuHuymnu Site Reli-
ability Engineering (Google SRE Book) mo peaniii gepxasrux ERP-cuctem i3 sumoramm
KC3I, MynbTuTeHaHTHOCTI Ta Be3nepepBHOI 4OCTaBKN.
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1. [ nocapiii Ta yMOBHI NO3HAa4YeHHs

Tepmin Bu3HaueHHs

SRE Site Reliability Engineering — gucuyunnina, wo noeaxye
po3pobky 13 i3 cuctemMHnM agMiHICTPYBaHHSIM AJisi
JOCSITHEHHS HafiiHMX, MacluTaboBaHUX CEPBICIB

SLO Service Level Objective — winbOBMIA NOKa3HMK PiBHS CepBiCy
(Hanp. 99.9% availability 3a 30 gHis)

SLI Service Level Indicator — cpakTnyHmii BuMiptoBaHuii
iHankaTop (Hanp. BigcoTok ycniwHux HTTP-3anuTis)

SLA Service Level Agreement — 30BHILWHI JOrOBIp 3 KAIEHTOM
LLOAO PIBHS cepBicy

TOIL PyyHa onepauiiina poboTta 6e3 fOBroCTPOKOBOI LIHHOCTI; MeTa
SRE — wminimizauis TOIL <50%

Error Budget [o3eoneHa kinbkicTb «360i8»: Error Budget = 1 — SLO.
BuTtpauennii brogxeT 610Kye HOBI penisn

MTTR Mean Time To Recovery — cepegHiii 4ac BifHOBEHHS Micas
IHUNOEHTY

MTTD Mean Time To Detect — cepeaHiii H4ac BUSIBNEHHS IHLUAEHTY

RTO Recovery Time Objective — LinboBMiA Hac BigHOBNEHHS

RPO Recovery Point Objective — gonycTuma TouYka BigHOBEHHS
AaHNX

K8s Kubernetes — opkecTpaTop KoHTeliHepiB

Helm Package manager ans Kubernetes; yapT = naket manidecTis
+ values

GitOps Heknapatuenuii nigxia: Git € egMHUM Q)KepesioM iCTUHK Ans
iHbpacTpyKTypu

HPA HorizontalPodAutoscaler — aBTomacwTabysaHHs nogis 3a
CPU/Memory

PVC PersistentVolumeClaim — 3anut Ha nocTiiiHe cxoBuLie

RBAC Role-Based Access Control — kepyBaHHsi JOCTYNOM Ha OCHOBI
ponei

StatefulSet Kubernetes workload gnsi stateful-cepsicis (Prometheus,
docker-registry)

NetworkPolicy Kubernetes AP| pnsi mepexesoi i3osauii Mi>k namespace’amu

ERP/1 EnekTpoHHa cucTtema nnaHyBaHHS pecypciB NignpueMCTBa
Bepcii 1 (erpuno)

KC3lI KomniekcHa cnctema 3axucTy iHpopmMauil — Aep>KaBHUi
cTaHpapT

SRE Handbook — Site Reliability Engineering 4
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2.  ApxiTektypa nnatcdopmn ERP/1

2.1. 3aranbHunin ornaj

ERP/1 posropHyto Ha Kubernetes-knactepi (kind: desktop-control-plane, arch: arm64,
10 CPU, 8 'b RAM) nig kepyeanusim Docker Desktop. VYcs kondirypauis 36epiraetsces
AEKNapaTMBHO y peno3nTopii erpuno/cd Ta CMHXPOHi3yeTbest yepe3 Helm-yaptn i shell-ckpunTu.

Mnatdopma cknagaetscs 3 6 namespace’iB Ta 20 MiKpoCepBICiB, opraHi3oBaHUX 3a NPUH-
unnom Separation of Concerns:

Mopsipok posropTaHHsa (3anexxHocTi):
infra — telemetry — security — ai — services — apps

HuxHi piBHi He 3anexatb Big BepxHix. [Topsifok Bigobpaxae TononoriyHe COpTyBaHHS 3a1eXXHOCTEN MiX
cepsicamu.

2.2. [TlpocTtopun Ta IX NnpuU3HaA4YeHHs

Namespace Tier Mpu3HayeHHsa Ta cepsicu

erp-infra infra Basosa indpacTpykTypa: ns-dns (DNS-pesonsep,
:8080), docker-registry (peectp obpasis, :5000,
PVC 10 Gi)

erp-telemetry observability Observability stack: prometheus (metpuku, :9090,
StatefulSet, PVC 10 Gi), grafana (gawbopau,
:3000, PVC 10 Gi), 1oki (noru, :8080),
otel-collector (Tpeiicu, :8080)

erp-security security Besneka ta PKI: ca-pki (ueHTp cepTudikauii,
:8080)
erp-ai application  LUty4nuii inTenekT: ai-generation (reHepauis

KoHTeHTY, :8080)

erp-services application  fAgpo 6isnec-noriku: rest-bpe (REST API, :8080),
bpe-engine (pywili bisHec-npouecis),
n2o-server (No-code/Low-code), kvs-database
(KV-cxoBuwe), chat-messenger (MeceHmxep)

erp-apps application  BisHec-gogaTku: h17-health (HL7, :8502),
lms-education (:8506), wms-warehouse,
acc-accounting, crm-documents,
cart-registers, pm-projects,
itsm-incidents

SRE Handbook — Site Reliability Engineering 5
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2.3. [TloTo4Hwuii cTaH KnacTepy

Snapshot crany nogie (04 sumnHa 2026, uptime 99.97%, kubectl get all
--all-namespaces):

Namespace Mogp Ready CraTyc Uptime
erp-infra ns-dns-ddbb77c5b-8s 1/1 Running 14d 6h
erp-infra docker-registry-6f9c87cd 1/1 Running 14d 6h
erp-telemetry prometheus-0 1/1 Running 14d 6h
erp-telemetry grafana-68f7cf4799 1/1 Running 14d 6h
erp-telemetry loki-77d4b9c69-q8r2t 1/1 Running 14d 6h
erp-telemetry otel-collector-b5f2¢c 1/1 Running 14d 6h
erp-security ca-pki-d598976d4-gx7fp 1/1 Running 14d 6h
erp-ai ai-generation-55fffb8f64 1/1 Running 7d 3h
erp-services rest-bpe-884475778-whqts 1/1 Running 14d 6h
erp-services bpe-engine-9f4d2a-xk 1/1 Running 14d 6h
erp-services kvs-database-c8b3el-pq 1/1 Running 14d 6h
erp-apps hl7-health-6b9744588d-1 2/2 Running 14d 6h
erp-apps Ims-education-7c6f69c6d6-1 2/2 Running 14d 6h
erp-apps wms-warehouse-77f556 776 1/1 Running 7d 3h
erp-apps acc-accounting-3alb4c-rv 1/1 Running 7d 3h

VYci nogn Running. Knactep ERP/1 npautoe y wratHomy pexumi. Obpasn ny-
BnikytoTbcs y npusaTHomy docker-registry (erp-infra) Ta kewytoTbcsi nokanbHO
(imagePullPolicy: IfNotPresent). CepegHiii uptime cuctemn — 14 paHis be3 He-
naaHoBHMX nepe3sanyckis. MoHniTopuHr goctynHuii 4epes Grafana va :3000.

SRE Handbook — Site Reliability Engineering 6
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3. CrpykTypa peno3mnTtopito

3.1. Ornsap aunpekTopii

LLlnax Mpu3HayeHHs

helm/ Helm-yapT BepxHboro pieHsi: Chart.yaml, values.yaml

helm/templates/ Go-wwabnoHu: deployments.yaml, services.yaml,
hpa.yaml, namespaces.yaml

1ib/ Cwvipi MaHibecTn Ha KOMMOHEHT:
1lib/{namespacel}/{service}/

lib/erp-*/ Mo ogHili anpekTopii Ha KoXeH 3 6 namespace'is

share/ KnacTtepHi pecypcu: namespaces.yaml, rbac.yaml,
networkpolicy.yaml, storage-class.yaml

values.rb Ruby-ckpunT: yntae 1ib/ — reHepye helm/values.yaml

deploy.sh Bash-ckpunt 8-kpokoBoro posropTaHHs

prereq.sh Mepesipka Ta BcTaHoBNeHHs nepegymoB (kind, kubectl,
helm)

delete.sh Buganenns scix ERP-pecypcis 3 knactepy

3.2. UWlabnoH koMnoHeHTAa

KoxeH mikpocepsic y 1ib/{namespacel}/{service}/ moxe mictuTtu:

Pain 3mMicT Ta kKN4OBI NnapamMmeTpu

deployment.yaml Kubernetes Deployment abo StatefulSet. [ons:
apiVersion: apps/vl, spec.replicas,
containers[].image, resources.requests/limits,
ports[].containerPort, livenessProbe,
readinessProbe, serviceAccountName,
affinity.podAntiAffinity

service.yaml Kubernetes Service (tun ClusterIP). [ns StatefulSet —
clusterIP: None (headless). Mons: spec.ports[].port,
.targetPort, .protocol, spec.selector.app

hpa.yaml HorizontalPodAutoscaler (autoscaling/v2). MNons:
spec.minReplicas, .maxReplicas,
.metrics[].resource.name (cpu/memory),
.target.averageUtilization. Jlnwe ans cepsicis 3
hpa.enabled: true

SRE Handbook — Site Reliability Engineering 7
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pvc.yaml PersistentVolumeClaim ans stateful-cepgicie. [Mons:
spec.accessModes: ReadWriteOnce,
.storageClassName: local-path,
.resources.requests.storage: 10Gi

values.yaml JlokanbHi 3HaY€HHsI A1t KOHKPETHOrO cepBicy. HYuTaeTbes
values.rb npu renepauii helm/values.yaml. [Jybntoe
KNto4oBi napameTpu deployment.yaml y dpopmati Helm

SRE Handbook — Site Reliability Engineering
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4.

4.1.

04 nunus 2026

3BegeHa Tabnuusa madidecTiB

KaTanor komnoneHTisa ERP/1

Namespace Kind MavsidecTu
erp-infra — lndppacTpyKTypHUii piBeHb
ns-dns erp-infra Deployment 8080 100m/500m deployment, service, values
docker-registry erp-infra Deployment 5000 50m/200m  deployment, service, pvc, values
erp-telemetry — Observability pisexb
prometheus erp-telemetry  StatefulSet 9090  100m/500m deployment, service, pvc, values
grafana erp-telemetry  Deployment 3000 50m/200m  deployment, service, pvc, values
loki erp-telemetry  Deployment 8403  100m/500m deployment, service, values
otel-collector erp-telemetry Deployment 8404 100m/500m deployment, service, values
erp-security — be3nekoBuii piBeHb
ca-pki erp-security Deployment 8201  100m/500m deployment, service, values
erp-ai — Al piBeHb
ai-generation erp-ai Deployment 8601  100m/500m deployment, service, values
erp-services — CepsicHuii piBeHb
rest-bpe erp-services Deployment 8303  100m/500m deployment, service, values
bpe-engine erp-services Deployment 8302  100m/500m deployment, service, values
n2o-server erp-services Deployment 8511  100m/500m deployment, service, values
kvs-database erp-services Deployment 8301  100m/500m deployment, service, values
chat-messenger erp-services Deployment 8507  100m/500m deployment, service, values
erp-apps — bi3sHec piBeHb
h17-health erp-apps Deployment 8502  100m/500m deployment, service, hpa, values
lms-education  erp-apps Deployment 8506  100m/500m deployment, service, hpa, values
wms-warehouse  erp-apps Deployment 8505 100m/500m deployment, service, values
acc-accounting erp-apps Deployment 8504  100m/500m deployment, service, values
crm-documents  erp-apps Deployment 8503  100m/500m deployment, service, values
cart-registers erp-apps Deployment 8501  100m/500m deployment, service, values
pm-projects erp-apps Deployment 8514  100m/500m deployment, service, values
itsm-incidents erp-apps Deployment 8513  100m/500m deployment, service, values

HL headless service (clusterIP: None) ans StatefulSet

SRE Handbook — Site Reliability Engineering
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4.2.

04 nunus 2026

[MapameTpn deployment.yaml

MNMpu3HaveHHs

Mone YAML Tun /
3amoBu.
apiVersion apps/vl
kind Deployment /
StatefulSet
metadata.name string
metadata.namespace erp-*
spec.replicas 1 abo 2

containers[].image

containers[] .ports[].contr#inerPort

resources.requests.cpu 50m-100m
resources.limits.cpu
resources.requests.memo 128-256Mi
resources.limits.memory 512Mi-1Gi

livenessProbe httpGet
/health
readinessProbe httpGet
/health
serviceAccountName {ns}-sa

affinity.podAntiAffinitypreferred
volumeMounts / PVC /data

registry/n:tag

200m-500m

APIl-epcisi Kubernetes
StatefulSet gns cepsicig i3 persistence

Im'st workload = HasBa cepsicy
LlinboBuii namespace; nigcTaBAseTLCS
yepe3 sed y deploy.sh

HL7-health i LMS-education — 2 gns
High Availability
erpuno/{service}:2024.6.15
[NlopT, Ha SIKOMY NpPOCIyXOBYE
3aCTOCYHOK

FapanToBannii CPU (milliCPU)
Makcumanstnii CPU

[apaHTOBaHa nam'sitb

MakcnmansHa nam'sTb
Mepe3sanyckae nog sKLLO 3aCTOCYHOK
«3aBucy (failureThreshold: 3)
Bukntoyae nog 3 banaHcyBaHHs nig
vac crapty (failureThreshold: 2)
RBAC-igeHTudikatop noga

Posnogin pennik no pisHux Bysnax
Tinbkn ans stateful-cepsicis

4.3.

[MapameTpn service.yaml

MNone YAML 3HaueHHs MpusHayeHHs

kind: Service vl Cluster|P-cepsic (BHYTPpiLuHili)

spec.type ClusterlP HocTynHuii Tinbkn BCepefnHi Knactepy

spec.clusterIP: None headless StatefulSet: DNS-pekopg Ha koxeH nog
OKpPeMO

spec.ports[].port int 30BHILLHIA NOPT cepBicy

spec.ports[].targetPort int
TCP
string

spec.ports[].protocol
spec.selector.app

MNopT noaa
3asxan TCP
Mitka gns Bubopy nogis-bekeHgis

SRE Handbook — Site Reliability Engineering
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4.4. [TlapameTpwu hpa.yaml

MNone YAML 3HaueHHs MpusHayeHHs

apiVersion autoscaling/v2 TligTpumye kinbka metpuk (CPU +
Memory)

spec.scaleTargetRef Deployment O6'exT MacwTabyBaHHs

spec.minReplicas 2 Minimym pennik (HL7-health,
LMS-education)

spec.maxReplicas 6 Makcnmym pennik npu HaBaHTaXKeHHI

metrics: cpu 75% Linsoee Bukopucranus CPU

metrics: memory 80% LlinboBe BukopUCTaHHA nam'siTi

4.5. [TlapameTtpwu pvc.yaml

Mone YAML 3HayeHHs MpusHayeHHs

kind: vl 3anuT Ha nocTiliHe cxoBuLLe
PersistentVolumeClaim

spec.accessModes ReadWriteOnce OpguH By3on — 3anuc
spec.storageClassName local-path Provisioner gns kind/Docker Desktop
spec.resources.requests 10Gi Poamip Tomy

SRE Handbook — Site Reliability Engineering 11
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5. CwunxpoHizayia Helm-uapty

5.1. Apxitektypa Helm-uapTy

Helm-yapT erp-uno (version 2024.6.15) € eantum umbrella-yapTom, wo nokpusae BCi
namespace'n Ta cepsicu:
helm upgrade --install erp-uno ./helm \

--values "./helm/values.yaml" \

--set global.domain=erp.uno \

--set global.environment=production \

--server-side=true \
--force-conflicts

5.2. CrpykTtypa helm/values.yaml

global: domain: erp.uno, environment: production,
registry: docker.io, imagePullPolicy:
IfNotPresent, version: 2024.6.15

namespaces: 6 namespace'is 3 enabled: true Ta tier: (infrastructure /
observability / security / application). BumukaHHs namespace
= BWMMWKaHHS LIJIOro piBHS

services: [BopieHeBa kapTa services.{ns}.{service}. KoxeH
3anuc: enabled, replicas, resources, port, image,
protocol, persistence, hpa

rbac: create: true — possonsie Helm-wabnonam reHepysatu
RBAC

networkPolicy: enabled: true — aktusye NetworkPolicy mix
namespace ' amu

ingress: className: nginx, hosts, TLS, mapwpyT go

nitro-portal:8510

SRE Handbook — Site Reliability Engineering 12
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5.3. MexaHi3mMm cuHxpoHi3auil values.rb

MpuHyun poboTu:

values.rb, Helm templates

lib/ ——— helm/values.yaml Kubernetes manifests

1ib/ — pyxepeno ictuHu. byab-sika 3miHa B 1ib/ BuMMarae nepereHepauii: ruby
values.rb -force

|\

ruby values.rb --force # overwrite without confirmation
ruby values.rb --dry-run # preview only, no file write
ruby values.rb --version 2024.7 # update all image versions

# Algorithm:

# 1. Dir.glob("lib/erp-*/*/") -- iterate components

# 2. YAML.safe_load deployment.yaml -- parse manifest

# 3. Extract: replicas, image, port, resources, persistence, hpa
# 4. Write into services[namespace] [service]

# 5. Serialize to helm/values.yaml

5.4. Helm-wabnoHwn

LLlabnoH LLlo reHepye

deployments.yaml ITepyeTbest no .Values.services. Jkwo persistence
= nil — StatefulSet, inakwe Deployment. ABToMaTU4HO
copmye image, ports, resources, volumeClaimTemplates,
serviceAccountName

services.yaml ClusterIP Service onsi KOXXHOro yBIMKHEHOrO CepBICY.
Headless (clusterIP: None) sikwo persistence !=
nil

hpa.yaml HorizontalPodAutoscaler Tinbkun sikwo hpa.enabled:
true. Metpuku: CPU (75%) ta Memory (80%) yepes
autoscaling/v2

namespaces . yaml Namespace-ob'ektn 3 mitkamn s NetworkPolicy

SRE Handbook — Site Reliability Engineering
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6. be3neka Ta mepexxeBa 130155

6.1.

04 nunus 2026

RBAC — ponboBa Mopenb

Pecypc Oetani

ServiceAccount: {nsl}-sa

Role: {mns}-role

RoleBinding:
{ns}-rolebinding

|zenTudpikatop noga y Kubernetes API. LicTo
SA: erp-infra-sa, erp-telemetry-sa,
erp-security-sa, erp-ai-sa, erp-apps-sa,
erp-services-sa

MinimanbHO focTaTHi npaBa: get, list, watch
Ha pods, endpoints, configmaps, secrets.
MofHux npuBineiB Ha 3annc

MNpus'sasye Role go ServiceAccount y
BIAMOBIAHOMY namespace

6.2.

NetworkPolicy — Deny First

[Bowaposuii nigxig y share/networkpolicy.yaml:

1. erp-deny-all: 3abopoHa Bcroro Ingress/Egress y koHomy namespace

2. erp-allow-internal: gosgin siBHO HeobXigHMX 3'€qHaHb

Namespace

Ho3Bonennii Egress

Ho3BoneHnii Ingress

erp-infra
(:443)
erp-telemetry

erp-security

Bci ERP-ns, DNS (:53), HTTPS
Bci ERP-ns, DNS, HTTPS
Bci ERP-ns, DNS, HTTPS

erp-infra (:5000, :8301),

erp-telemetry, erp-security,
erp-ai, erp-apps

erp-infra, erp-security, erp-ai,
erp-apps

erp-apps
Tinbkn BnacHmii ns

erp-security (:8204), DNS,

erp-ai
erp-telemetry (:9090),
HTTPS

erp-apps erp-infra (:5000, :8301),

Tinbkn BnacHnii ns

erp-telemetry (:9090),
erp-security (:8204), DNS,

HTTPS
erp-services

erp-infra (:5000, :8301),

Tinekn BnacHnii ns

erp-telemetry (:9090),
erp-security (:8204), DNS,

HTTPS

erp-infra, erp-telemetry, erp-ai,

SRE Handbook — Site Reliability Engineering
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6.3. [lonituka 6azoBuUx 0Opa3iB KOHTelHe-
pie (UA/Alpine)

3 MeTOK MiHiIMI3aLil BEKTOpa aTak, eKOHOMII AUCKOBOIO MPOCTOPY Ta MiABWLLEHHS LWBUAKOCTI
xonogHoro ctapty nogis y Kubernetes, gie cyBopa noniTvka BMKOPUCTaHHsSI JIEFKOBAroro
6asoBoro obpasy Alpine Linux (Bepcii alpine:3.20) gns nobygosu koHteiiHepis BEAM-
AOAATKIB MaaTopmu:

* MiHimanbHuii obcsar obpasis: BukopuctanHs Alpine Linux 3amicTe knacmuHmx
anctpubyTusie (Hanpuknag, Ubuntu/Debian) possonsie ameHwnTtu posmip 6asosoro
wapy obpasy 3 ~80-100 MBb go ~5-8 MbB. Lle cyTTeBO 3MeHLIYye HaBaHTa)KeHHS Ha
Mepexy npu aBTo-macwTabysatti (HPA) nogis.

* 3meHweHHs noBepxHi ataku (Security hardening): Basosuii 06pas micTute nuwwe
MiHiMasibHUI Habip cucteMHux yTunit i bibniotek. Y hiHanbHUX NMPOLYKTOBUX KOHTERHE-
pax 3abOpOHEHO 3anuMwaT KOMMIASATOPY, IHCTPYMEHTN 3DipKy 4M NakKeTHI MeHeKepu
(Taki sk apk).

* CratuyHa ninkoska ta C-6ibnioteku: Yci ckomninsosavi C/Rust mogyni (NIF-
bibnioTekn), siki 3aBaHTaXytOTbCs BipTyanbHOO MawmHow Erlang, niHkytoTbes 3 cucrem-
Hoto bibnioTekoto musl C, wo € crangaptom B Alpine Linux.

SRE Handbook — Site Reliability Engineering 15
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7. SRE: SLI, SLO Ta Error Budgets

7.1. [MpuHuwun Error Budget

(

Error Budget =1 — SLO

Mpu SLO 99.95% — 21.6 xs.
Mpn SLO 99.99% — 4.3 xs.

Mpu SLO 99.9% 3a micsiub — gonyctumuii downtime = 43.2 xa.

Akwo Error Budget Buiepnano — BCi HOBI peni3n 3aMOPOXYIOTLCS A0 BiAHOBNEHHS.

7.2. SLO no namespace’ax ERP/1

Namespace SLO Bropxet (30 O6rpyHTYBaHHS
A.)

erp-telemetry 99.99% 4.3 xB Be3s observability cninnii
MOHITOPUHT nnaTcopmu

erp-security 99.99% 4.3 xB Bigmosa PKI/Auth 6nokye Bci
cepsicu

erp-infra 99.95% 21.6 xB Bazosa indpacTpykTypa;
MOXXJINBI MJIAHOBI BiKHA

erp-services 99.95% 21.6 xB FAapo bisHec-npouecis; KpUTUYHe

erp-apps 99.90% 43.2 xB BisHec-gogaTkm 3 MeHLWw
xopctkumm SLA

erp-ai 99.50% 3.6 rog LonomixxHuii cepsic; gerpagauis
He biokye poboTy

7.3. SLI — cwurbann HagiinocTi (RED

Method)

SLI Twun

PromQL-Bupa3s

Availability

Latency p95 Duration

Rate of Success

sum(rate(http_requests_-
total{status!™"5.."}[6m])) /
sum(rate(http_requests_total[5m]))

histogram_quantile(0.95,
sum(rate(http_request_duration_-
seconds_bucket [6m])) by (le))
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SLI Twun PromQL-Bupa3s

Error Rate Errors sum(rate(http_requests_-
total{status™"5.."}[5m]))

Saturation Resource container_memory_usage_bytes /
container_spec_memory_limit_bytes

Pod Readiness Availability kube_pod_status_-
ready{condition="true"} == 1
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8. Observability Stack

8.1. KomnoHeHTu cTeky

Cepsic MopT Ponb y creky

prometheus :9090 36ip i 3bepiranHs metpuk (StatefulSet, PVC 10 Gi).
SLI-obuncneHHs Ta aneptunr yepes Alertmanager.
Health: /-/healthy, /-/ready

grafana :3000 Nawbopan Ta sisyanisauis (PVC 10 Gi).
MigkntoueHns go Prometheus ta Loki. Joctyn:
kubectl port-forward -n erp-telemetry
svc/grafana 3000:3000

loki :8080 Log Aggregation. Kopensiuist noris 3 MmeTpukamm
yepe3 Grafana
otel-collector :8080 OpenTelemetry Collector — 36ip Tpeiicis,

nepecuiatHs go Jaeger/Tempo

# Access Prometheus UI

kubectl port-forward -n erp-telemetry svc/prometheus 9090:9090
# Access Grafana UI (admin/admin)

kubectl port-forward -n erp-telemetry svc/grafana 3000:3000

# Check stack status

kubectl get pods -n erp-telemetry

kubectl get pvc -n erp-telemetry
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9. AstomaTuzayia ta GitOps

9.1. [llpouec po3roptaHHs: 8 KpoOKIB

Kpok [is LLlo BigbyBa€eTbCs
1/8  Namespaces + kubectl apply Ha share/namespaces.yaml,
RBAC rbac.yaml, storage-class.yaml,

networkpolicy.yaml

2/8  erp-infra ns-dns, docker-registry

3/8  erp-telemetry prometheus, grafana, loki, otel-collector

4/8  erp-security ca-pki, vpn-wireguard, ias-auth

5/8  erp-ai ai-generation

6/8 erp-services kvs-database, bpe-engine, rest-bpe,
n2o-server, nitro-portal

7/8 erp-apps Ims-education, hl7-health, crm-documents,

acc-accounting, wms-warehouse,
cart-registers, pm-projects, itsm-incidents,
chat-messenger

8/8  Summary Busig Running/Total nogis no namespace’ax

9.2. GitOps-pekomeHpauii gnsa production

IHCTpymeHT Ponb y pipeline

ArgoCD / Flux Be3nepepsHa cutxponizauis Git — knactep. ABToMaTu4He
3aCTOCYBaHHs 3MiH npu push go main

values.rb (Ruby) Pre-commit hook: pereHepauis helm/values.yaml npu
3MiHi chaiiniB y 1ib/

Kyverno / OPA Policy enforcement: nepesipka obpasis, resource limits,
securityContext

GitHub Actions / helm lint — ruby values.rb -dry-run — helm

GitLab CI diff — helm upgrade

Renovate Bot ABTOMaTUYHE OHOBJIEHHS BepCiii obpasis y values.yaml
yepes PR

9.3. CnisBigHoweHHsa Git-peno3nTopiiB Ta
koMmnoHeHTIB GitOps

[nsi aBTomaTusauii goctaeku B koHuenuii GitOps 3a gonomoroto ArgoCD Hux4e HaBegeHo
Tabauyto BignosigHocTi BuxigHux Git-penosnTopiie Koay Ta KoHdpirypauilii 4o BignosigHMX
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GitHub / Git peno3urtopin

Dopatok ArgoCD / Helm-komnonent

synrc/ns
synrc/ca
zencrypted/vpn
synrc/ldap
zencrypted/ias
synrc/chat
erpuno/mail
synrc/rest
zencrypted/clearance
synrc/mach
synrc/bpe
synrc/kvs
synrc/nitro
synrc/n2o
synrc/faiss
prom/prometheus
grafana/grafana
grafana/loki
otel/otel-collector
erpuno/edu
erpuno/health
erpuno/crm
erpuno/acc
erpuno/warehouse
erpuno/cart
erpuno/ai
erpuno/olap
erpuno/pm

erpuno/itsm

ns-dns (DNS-cepsep)

ca-pki (LleHtp ceprtudikauir)
vpn-wireguard (VPN wnio3)
ldap-directory (ABAC-kaTanor)
ias-auth (Cnyxba aBTeHTudikauir)
chat-messenger (WebSocket-6pokep)
mail-delivery (MowToBnii TpaHcnopT)
rest-bpe (REST API BPE wnio3)
abac-clearance (AyanT gonyckis)
mach-ivr (Cuenapii TenedoHir)
bpe-engine (BPMN workflow pywiii)
kvs-database (CYB[ KVS)
nitro-portal.(PeHAepMHr Be6—nopTany)
n2o-server (WebSocket-cepgep)
faiss-search (BekTopHuii nowyk)
prometheus (Basa meTpuk)

grafana (Bisyanizauis Ta gawbopan)
loki (36ip cncremuux snoris)
otel-collector (OpenTelemetry wnto3)
1ms-education (OcgiTHiii cepsic LMS)
h17-health (Megnunnii HL7 FHIR API)
crm-documents ([okymeHToobir)
acc-accounting (PiHaHcoBwii 06AiK)
wms-warehouse (Cknagcokuii 061ik)
cart-registers (Low-code pepxaBHi peectpu)
ai-generation (Jlokanshuii LUI-indepenc)
olap-analytics (DuckDB ananituka)
pm-projects (VYnpasniHHs 3agadamu)
itsm-incidents (Service Desk / SLA)
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10. MexaHika opkecTpaull Ta >XUT-
TEBUWN LUNKJ PO3rOpTaAHHA

10.1. ®PopmanbHUii KOHTYP IHILIanI3aLuIl:
Biga DNS Ta xocTiB A0 peecTpy

[oBHe po3ropTaHHsi Ta Nigrotoeka JiokanbHO! LLI-iHdbpacTpykTypy BUKOHYETBHCS y CyBOPili
MOCNIAOBHOCTI KPOKIB, MOYMHAOYM Bif HanalTyBaHHS XOCT-MepeXi Ta 3aKiHYYUMN 3anyCKOM
OCl-peecTpy:

1. HanawTyBaHHs xocT-pe3onsiHry (/etc/hosts): Ha koxHomy cisndHomy By3ni
Ta KEPYIOYili MaLLVHI NPONNCYIOTLCA CTAaTUYHI 3aNnUCh JOMEHY erp.uno Ta JIOKaJbHOro
OCl-peecTpy registry.erp.uno ass 3abesneyeHHst poboTu TPaHCMOPTHOrO KOHTYpY
6e3 3oBHiWHbOro DNS-cepsepa.

2. HanawTtyBaHHs ceptudikaTie 6e3nekn OCIl-peectpy: [ns BukatoYeHHs nomu-
NoK HebesneyHoro 3'egHanHs (insecure registry) Ha Bcix pobounx Bysnax Kubernetes
nponuncyetbcs kopeHeBuii CA-cepTudikat y kaTanosi
/etc/docker/certs.d/registry.erp.uno/ca.crt
Ta /etc/containerd/certs.d/.

3. 3anyck OCI Docker Registry: Ha indpactpyktypHomy xocTi 3anyckaetbcst OCI-
PEECTp sIK cucTeMHa ciyxba containerd abo Docker-koHTeliHep 3 MOHTYBaHHAM
JIOKaNIbHOMO CXOBMLLA ANt 0Dpa3iB KOMMOHEHTIB.

4. Cknapatnsa Ta nybnikauis obpasis (Cl/CD): Obpasu mikpocepsicis 3bupatoTbcs
Ha b6a3i Alpine Linux, TerytoTbcsi Bepcieto penisy Ta 3aBaHTaxytoTbcst (docker push)
{0 registry.erp.uno.

5. lniyianizauyin iHcpacTpykTypu Kubernetes: 3a pgonomoroto deploy.sh abo
Helm sactocosytotbcs rnobansHi pecypcn (Namespaces, StorageClasses, Calico
NetworkPolicies Ta RBAC posni).

10.2. KybepHeTec 3a nawtyHkamu (Behind
the Scenes)

Mpy BuKOHAHHI KOMaHAN kubectl apply -f manifest.yaml abo 3anycky Helm-incTtansuii
anpo Ta 6asosi cnyxbu Kubernetes BrkoHytoTb HacTynHi BHYTpiLHI onepauii:

* kube-apiserver (Touka Bxogy API): Otpumye HTTPS-3anut, aBTenTudpikye kniexra,
aBTopu3ye fito Ha ocHoei RBAC-npasun, nepesipsie cxemy ob'ekTa Ta 3bepirae geknapa-
TUBHWIA CTaH y po3nogineHomy cxosuuli etcd.

* kube-controller-manager (KonTponepu craHy):
— Deployment controller ctsoptoe BignosigHuii ReplicaSet.

— ReplicaSet controller reHepye cneuundikayii 4nsi CTBOPEHHSI KOHKPETHUX MOAIB Bif-

SRE Handbook — Site Reliability Engineering 21



ERP/1: Mignpuemcreo 04 nunua 2026

MOBIAHO JO NIMITY penik.

— StatefulSet controller rapaHTye 3anyck nogiB 3 yHIKaJbHUMU iHAEKCAMU
(prometheus-0, kvs-database-0) Ta npus’'si3ky ctabinsHux cxosuwy PVC.

* kube-scheduler (IMnaHysanbHuk By3niB): BigcTexxye HeposnogineHi nogu, aHanisye
BUMOTM [0 pecypciB (requests.cpu, requests.memory) Ta npuU3Ha4ae noan Ha By3nu
3 [OCTaTHIM BiIbHUM 0DCsirom pecypciB.

* kubelet (Pobouuii areHT Ha By3ni): OTpumye oHoBNEHHs cneyudikaLii nogis ans ceoro
By3na Big APl-cepeepa Ta BUKIMKAE KOHTEHEPHE CepefOBNLLE BUKOHAHHS containerd
vepe3 iHtepcpeiic CRI (Container Runtime Interface).

* containerd (KoHTelinepHe cepegoBuLe):

— 3pilicHioe 3anUT Ta 3aBaHTaxkeHHs BignosigHoro obpasy 3 OCl-peectpy
registry.erp.uno.

— Buknukae mepexesuii nnarin CNI (Calico) ans Buginenns HyTpiwHboi IP-agpecn
Ta CTBOPEHHS BIpTyasibHUX iHTEPDEIiCiB.

— HanawTosye obmexenHsi pecypciB Ha piBHi siapa OC Linux 4epe3 mexaHizmu
cgroups (BignosigHo Ao limits.cpu Ta limits.memory).

— 3anyckae i30/1b0BaHi NPoOLEeCH KOHTeliHepa Ta BiAC/IAKOBYE IXHIli CTaH Afs nepegadi
3BiTiB npo liveness/readiness npobun Hasag go kubelet.

10.3. Tlenepauis values.yaml 3a gonomoroto
values.rb: 3BopoTHuin GitOps

3a knacuyHum nigxogom Helm pospobnsiecsa sk iHcTpymeHT wabnowizayii Kubernetes manicpe-
CTIB Ha OCHOBI Hamnepes BU3HAYEHMX CTATUHHUX 3MiHHMX (values.yaml). [1poTe, npu Benukiii
KIIbKOCTi MIKPOCEPBICIB Lie MPU3BOAUTL A0 AYD/OBaHHS Ta PO3XOAXKEHHS KOHAIrypauiii.

Y nnatdopmi ERP/1 3actocosyetbes koruenuis 3sopoTHoro GitOps 3a gonomoroto ckpunTa
values.rb:

* MatidpecT sik a>kepeno icTuHu: Po3pobHuki peparytoTb CTaHAAPTHI AeKaapaTuBHI
caiinn deployment.yaml, service.yaml Ta hpa.yaml y aupekTopisix 1ib/.

* CtatnyHa komninauisa: Ckpunt values.rb obxoanTb ycCi ANPEKTOPIT KOMMOHEHTIB,
napcute YAML-chaiinu Ta BunyHae KputuyHi napameTpu (KiabKiCTb pennik, nopTu, JiMiTu
pecypcie CPU/RAM, HasigHicTb cxoBuwy, Ta HPA).

* eHepauin koHdirypauii Helm: 3ibpani paHi cepianisytotbca y eguHuii caiin
helm/values.yaml. Lle go3sonsie 36epertu npocToTy iHAMBIAYANbHOTO CYNpPOBOAXKEHHS]
cepsicie y 1ib/ Ta ogHo4acHo BukopucToByBaTu nepesaru Helm (peniz-menemxmeHr,
BifiKaTW BepCili, AeKNapaTUBHE OHOBJIEHHS) Y NPOLYKTUBHOMY KOHTYPI.
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11. Incident Management / On-Call

11.1. Severity-piBHi

PiseHb KpuTepiii Bignosigb
Sevl MnaTtcpopma Heraiino. MTTR < 30 xB. Obog'si3koBwii
HEAOCTYMHa NOCTMOpPTEM

(erp-telemetry abo
erp-security Down)
Sev2 OgawvH abo bGinblue o 1 rog. MoctmopTem 0b0B'si3K0BMI
erp-apps / erp-services
HEeLOCTYMHI
Sev3 Herpagauisa: Bucoka MpoTsirom pobo4yoro gHs
latency, yacTkoBa
BiJMOBa
Sev4 HesHauHi npobnemu, HacTtynHuii cnpunT
cosmetic warnings

11.2. Playbooks

lHunpeHT Kpoku giarHoctunku

Pod CrashLoopBackOff kubectl describe pod -n {ns} {pod} —
kubectl logs -previous — nepesiputu
livenessProbe — resource limits

ImagePullBackOff [NepeBipnTn aBTOPU3aLitO Y NPUBATHOMY
docker-registry — nepesiputu Wwnsx go obpasy y
values.yaml — pull secret

Prometheus PV Full MepeBipuTn BiNbHe Micue Ha Tomax (df -h) —
nepernsiHytu retention policy — nposectu tsdb
clean/compaction

NetworkPolicy violation kubectl get networkpolicy -A — TecT: kubectl
exec -it ... -- curl http://{svc}:{port}
High CPU / Memory kubectl top pods -n {ns} — kubectl get hpa

-A — kubectl scale deployment {name}
-replicas=3 -n {ns}
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11.3. AmnHani3 peasibHUX BIiAMOB Ta NOCTMOp-
TemMu

MpomuncioBa ekcnyaTauisi n1aTopMmn B AEPXKaBHUX OpraHax cekTopy besnekn cpopmysana
6a3sy 3HaHb WoAO 3anobiraHHs KPUTUYHUM aBapisim. Huxuye HaBefeHO ABa K/OYOBUX CLeHapil
3 peanbHOI NPaKTUKMN eKCnyaTauil Ta 3axo4n Woho MiABULEHHS HAZIAHOCTI:

1. Keiic 1: AmopTusauis HaBaHTakeHHs nig 4dac nikosoi HT TP-akTtueHocTi

* Onuc iHyngenTy: Tlig 4ac MacoBOro 3BEpHEHHSI rpoMafsiH A0 KabiHeTie ene-
KTPOHHUX MOCAYr HaBaHTa)keHHs1 3pocno go 150,000 HT TP-3anuTiB Ha cekyHay,
wo 3abuno nynu 3'egHaHb Beb-akuenTopis Erlang.

* Koperesa npu4amnna: Jlimit TCP-akuenTopie 3a 3amoByyBaHHAM (25k) Ta Hu3bka
weunakicte napcuiry JSON-naketie npusenn go sudepnanis CPU.

* PiweHHsi Ta cTabinizayis: BnpoBagyxeHo nimiTyBaHHs Ha piBHi Ingress Gateway.
Myn akuenTtopis 36inbwero go 200,000, a napcunr JSON nepeseseHo Ha onTu-
mizosaHi C99 NIF-6ibniotekn. Le 3uusnno ytunisauivo CPU 3 95% o 12% npwm
aHasorivHomy Tpadiky.

2. Keiic 2: 3anobiranHs po3sginertto mepexi (Split-Brain) B knactepi CYB/[

* Onuc iHyngeHTy: BHacnigok KOPOTKOHACHOMO 36010 MepexeBoro KoMyTaTopa
Bibynocs po3sginenHs 38'sa3ky M Hogamu posnogineHol Mnesia/KVS. Hogu
yteopwin asa cermentu (Split-Brain) Ta npogosxxysanu npuiimatu TpaHsakuil
Ha 3anuc.

* KopeneBa npudmnta: ABTomaTu4Ha pekoHcunsyis Mnesia byna BumMkHeHa, wo
MPU3BENO A0 PO3XOAXKEHHS CTaHY penJik.

* PiwenHs Ta ctabinizayis: BnposagxeHo obpobHuku nogii mnesia_down Ta cue-
Hapil aBTomMaTn4Horo 31utTs (merge/reconciliation) Ha ocHoBi BekTOpa YacoBux
MITOK TpaH3akuiii. HanawToBaHo aBTOMaTM4He NoBTOpHE OD'€AHAHHST CErMEHTIB
Ta CUHXPOHi3aLito 6e3 BTpaTy LiNiCHOCTI faHUX.
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12. Chaos Engineering Ta Resilience
Testing

12.1. CrpaTerisi iH €KLIT BiAMOB

Twn BigmoBMu IHcTpymeHT OuikyBaHuii pe3ynbTaT
Pod Kill Chaos Mesh HPA /Deployment sigHosntoe penniku; SLO
3bepiraeTbes
Node Drain kubectl drain [logn eBakyrorOTbCs 3aBASKN
podAntiAffinity
Network Partition Chaos Mesh NetworkPolicy izontoe gerpagauito;
NetworkChaos telemetry npogoexye poboTy
Memory Pressure LitmusChaos MNepesipka limits i OOMK:ill-noseaitku
Resource Starvation  Chaos Mesh HPA macwrabyetbcs (MTTD < 2 xB)
StressChaos

12.2. RTO / RPO uini

Cepsic RTO RPO MexaHizm
prometheus < 5 xB < 1xs StatefulSet + PVC;
(StatefulSet) aBTO-nepesanyck
rest-bpe (Deployment) < 3 xB N/A Rolling update
hl7-health (HPA min < 2xB N/A HPA + podAntiAffinity
2)
docker-registry < 5 xB < 5 xB PVC 10 Gi; wsugkwii
nepesanyck
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13. OnepauliHi MeTpukKK Ta pecyp-
CHUW Orop>KeT

13.1. Knwouosi SRE-meTpukn

MeTpuka Uinb BumiptoBaHHs

MTTR (Sevl) < 30 xB Grafana: yac mix nepwum aneptom
Ta BiHOBJIEHHSAM

MTTD < 5 xB Prometheus alerting rules 3 for: 5m

Error Budget Burn Rate < 1.0 sum(rate(errors[1h])) /
error_budget_rate

TOIL (iHxeHepHuii Hac) < 50% Biacnigkosyetscs y JIRA /
itsm-incidents

Deployment Frequency > 1/Tnxga,. Git commits to main; ArgoCD sync
count

Change Failure Rate < 5% Rollback / 3aranbHa KinbKicTb

JEennonMeHTIB

13.2.

Knactep: 1 By3son, 10 vCPU, 8 'b RAM (arm64, Docker Desktop).

PecypcHe HaBaHTa>XeHHS KJlacTepy

Namespace CepsiciB CPU req. Mem req. PVC
erp-infra 2 150m 384Mi 10 Gi
erp-telemetry 4 350m 896Mi 30 Gi
erp-security 1 100m 256Mi —
erp-ai 1 100m 256Mi —
erp-services 5 500m 1.25 Gi —
erp-apps 8 900m 2.25 Gi —
Pazom 21 2.1 cores 5.3 Gi 40 Gi
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14. Po3roprtaHHsa KnacTepy

PosropranHs nnatdopmu ERP/1: MignpuemcTBO € NOBHICTIO aBTOMATM30BaHNM, LEKNapaTuB-
HUM Ta BiATBOptOBaHMM npouecoM, nobygosaHum 3a npuHumnamm GitOps Ta Site Reliability
Engineering. OcHoBHa iH(ppacTpyKTypa po3ropTaHHs CKIafjaETbCs 3 Habopy crewianizoBaHnx
bash-ckpunTis, Ruby-renepatopa koHdirypauii Ta Helm umbrella-uapty, wo 3abesneuye egune
LKEPENo iCTUHM anst BCboro knactepy. Cuctema posropTaHHs BKJKOYAE HOTUPU KIIKOHOBI
KOMMOHEHTU:

prereq.sh — ckpunT nonepefHbLOI NepeBipky cepeaosunLla. BiH nepesipsie HasiBHICTb Ta Bepcii
kubectl, helm, kind, cran Kubernetes-knactepy, StorageClass, Ingress-koHTponep, DNS Ta
AOCTYN [0 NPMBATHOrO PeeCTpy obpasie. Y pasi BiACYTHOCTI KPUTUYHMX KOMMOHEHTIB CKpUNT
BMBOAUTL YiTKI peKoMeHAauil Wofo iX BCTAaHOBJ/IEHHS.

values.rb — Ruby-ckpunt 3B0poTHOI reHepauii Helm-3HaueHs. Bin ckanye gupektopito lib/,
napcnTb cnpi Kubernetes-maticbectn (deployment.yaml, service.yaml, hpa.yaml, pvc.yaml) i
aBTOMaTM4HO hopMye LieHTpanizosaHnii daiin helm/values.yaml. Lle gossonsie pospobrukam
peAaryBaTu NpocTi MaHiheCcTn Aas KOXHOro cepsicy, a Helm-yapTt 3anuwaersca eanHum
TOYKOI BXOZY 4J1s1 PO3rOpTaHHSI.

deploy.sh — ocHOBHUIA opkecTpaTop po3ropTaHHsi. CKpunT BUKOHYE 8-KpOKOBE MOC/IA0BHE
PO3ropTaHHsl 3 ypaxyBaHHSM TOMOJOTMHHUX 3aJEXHOCTEN MiXX namespace'amu (erp-infra —
erp-telemetry — erp-security — erp-ai — erp-services — erp-apps). Ha koxHomy Kkpoui
BinbyeaeTbcst 3actocyBaHHst RBAC, NetworkPolicy, StatefulSet-ie 3 PVC, HPA Ta moHiToputr
cTaTycy nogie. CKpUNT TakoXX reHepye AeTasibHUiA 3BIT NPO CTaH KAacTepy MiCAs 3aBEPLUEHHS.

Helm umbrella-yapt erp-uno — egununii naker, uo oxonntoe Bci 6 namespace'is Ta 21 cep-
Bic. Bukopucrosytoun Go-wabnonn (templates/deployments.yaml, services.yaml Towo), 4apt
reHepye Bci Kubernetes-pecypcu 3 ypaxyBanHsm rnobansHux HanawTyBaHb (global.domain,
imagePullPolicy, Bepcis obpasis Towo).

Taka apxiTekTypa 3abe3neuye minimizauito TOIL, BUCOKY BigTBOPIOBaHICTL MiXK CEpPEAOBULLAMM
(development, staging, production) Ta wenake BigHOBReHHs nicns 36ois. [NosHe posrop-
TaHHs KnacTepy 3aiimae MeHwe 5 xBuanMH Ha cydacHomy hardware. Yci 3MiHM npoxoasiTe
yepe3 Git, npoxoasTh dry-run nepeBipku Ta aBTOMATUYHO CUHXPOHI3ytoThes Hepes ArgoCD y
production-koHTypi. Cuctema nosxictio cymicHa 3 gepxxasHumu sumoramn KC3I/ACE 3asasiku
sukopuctanHio UA Linux, NetworkPolicy deny-by-default, RBAC least-privilege Ta npusatHoro
OCl-peecTpy.
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14.1. [llpepekBi3auTtun prereq.sh

[Hiuianisayis:

| ERP/1: NimnpuemctBo / Deployment Prerequisites Check

[1] kubectl CLI
v’ kubectl installed

[2] Helm Charts
v/ Helm v4.2.2+gb05881c installed

[3] Kubernetes Cluster
v’ Cluster accessible
Version:
Nodes: 1
Total CPU: 10m
Total Memory: 7GB
A Cluster resources may be tight for 25 services
Recommended: >= 4 CPU cores, >= 16GB RAM

[4] Storage
v' Default StorageClass: standard

[6] Ingress Controller
A No Ingress controller detected

[6] Cluster DNS
A CoreDNS not found
Internal service discovery may fail

[7] Namespace Setup
v/ Namespace ’erp-uno’ ready to create

[8] Image Registry
Configured: registry.erp.uno
A Ensure images are accessible from cluster
For private registries: set ImagePullSecret

[9] Docker (for local testing with docker-compose)
v’ Docker 29.6.1, installed

®diHanizauis:

Next Steps

+ — +

If all checks pass, run K8S raw deploy: bash deploy.sh
Or deploy via helm: cd helm && ./deploy.sh
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14.2. BnpoBag)xeHHs deploy.sh

[Hiuianisayis:

| ERP/1: NigmpuemcTBo / Kubernetes Dev Deployment

[1/8] Setting up namespaces...
namespace/erp-security created
namespace/erp-ai created
namespace/erp-telemetry created
namespace/erp-infra created
namespace/erp-apps created
namespace/erp-services created
serviceaccount/erp-security-sa created
role.rbac.authorization.k8s.io/erp-security-role created
rolebinding.rbac.authorization.k8s.io/erp-security-rolebinding created
serviceaccount/erp-ai-sa created
role.rbac.authorization.k8s.io/erp-ai-role created
rolebinding.rbac.authorization.k8s.io/erp-ai-rolebinding created
serviceaccount/erp-telemetry-sa created
role.rbac.authorization.k8s.io/erp-telemetry-role created
rolebinding.rbac.authorization.k8s.io/erp-telemetry-rolebinding created
serviceaccount/erp-infra-sa created
role.rbac.authorization.k8s.io/erp-infra-role created
rolebinding.rbac.authorization.k8s.io/erp-infra-rolebinding created
serviceaccount/erp-apps-sa created
role.rbac.authorization.k8s.io/erp-apps-role created
rolebinding.rbac.authorization.k8s.io/erp-apps-rolebinding created
serviceaccount/erp-services-sa created
role.rbac.authorization.k8s.io/erp-services-role created
rolebinding.rbac.authorization.k8s.io/erp-services-rolebinding created
storageclass.storage.k8s.io/local-path unchanged
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-deny-all created

v/ Namespaces, RBAC, and network policies created

[2/8] Deploying erp-infra...

Deploying ns-dns to erp-infra..

Deploying docker-registry to erp-infra...
persistentvolumeclaim/registry-data unchanged
deployment .apps/docker-registry unchanged
service/docker-registry unchanged

[3/8] Deploying erp-telemetry...
Deploying prometheus to erp-telemetry...
persistentvolumeclaim/prometheus-data unchanged
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statefulset.apps/prometheus unchanged
service/prometheus unchanged

Deploying grafana to erp-telemetry...
deployment.apps/grafana unchanged
service/grafana unchanged

Deploying loki to erp-telemetry...

Deploying otel-collector to erp-telemetry...

[4/8] Deploying erp-security...
Deploying ca-pki to erp-security...

[56/8] Deploying erp-ai...
Deploying ai-generation to erp-ai...

[6/8] Deploying erp-services...
Deploying kvs-database to erp-services...
Deploying bpe-engine to erp-services...
Deploying rest-bpe to erp-services...
Deploying n2o-server to erp-services...

[7/8] Deploying erp-apps...

Deploying lms-education to erp-apps...
deployment .apps/lms-education unchanged
service/lms-education unchanged
horizontalpodautoscaler.autoscaling/lms-education unchanged

Deploying hl7-health to erp-apps...
deployment.apps/hl7-health unchanged
service/hl7-health unchanged
horizontalpodautoscaler.autoscaling/hl7-health unchanged

Deploying crm-documents to erp-apps...

Deploying acc-accounting to erp-apps...

Deploying wms-warehouse to erp-apps...

Deploying cart-registers to erp-apps...

Deploying pm-projects to erp-apps...

Deploying itsm-incidents to erp-apps...

[8/8] Deployment Summary

erp-infra: 0/ 0 pods running
erp-telemetry: 1/ 2 pods running
erp-security: 0/ 0 pods running
erp-ai: 0/ 0 pods running
erp-services: 0/ 0 pods running
erp-apps: 0/ 0 pods running
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®iHanizauis:

| Multi-Namespace Deployment Done v’

Ll Check Status:\n
A1l pods: kubectl get pods -A
A1l namespaces: kubectl get ns

Q@ Access Services:\n
UI (Nitro): kubectl port-forward -n erp-services svc/nitro-portal 8510:8510
Prometheus: kubectl port-forward -n erp-telemetry svc/prometheus 9090:9090
Grafana: kubectl port-forward -n erp-telemetry svc/grafana 3000:3000
Registry: kubectl port-forward -n erp-infra svc/docker-registry 5000:5000

@ Namespace Organization:\n

erp-infra: ns-dns, docker-registry

erp-telemetry: prometheus, grafana, loki, otel-collector

erp-security: ca-pki, vpn-wireguard, ias-auth

erp-ai: ai-generation

erp-services: kvs-database, bpe-engine, rest-bpe, n2o-server, nitro-portal
erp-apps: lms-education, hl7-health, acc-accounting, wms-warehouse, cart-registers
erp-apps: crm-documents, pm-projects, itsm-incidents, chat-messenger

14.3. TeHepauiss Helm moHo-4yapTy values.rb

[Hiuianizayis:

#° Generating helm/values.yaml (version: 2024.6.15)
Overwrite /Users/tonpa/depot/erpuno/cd/helm/values.yaml? (y/N): y
v Generated successfully!

Namespaces : 6

Services 121
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14.4. TaketyBaHHs helm /deploy

[Hiuianisayis:

| ERP/1: NigmpumemcTBo Helm Deployment

[1/5] Cleaning up immutable resources...
No resources found

[2/5] Ensuring namespaces...
namespace/erp-security created
namespace/erp-ai created
namespace/erp-telemetry created
namespace/erp-infra created
namespace/erp-apps created
namespace/erp-services created

[3/5] Deploying shared infrastructure...
serviceaccount/erp-security-sa created
role.rbac.authorization.k8s.io/erp-security-role created
rolebinding.rbac.authorization.k8s.io/erp-security-rolebinding created
serviceaccount/erp-ai-sa created
role.rbac.authorization.k8s.io/erp-ai-role created
rolebinding.rbac.authorization.k8s.io/erp-ai-rolebinding created
serviceaccount/erp-telemetry-sa created
role.rbac.authorization.k8s.io/erp-telemetry-role created
rolebinding.rbac.authorization.k8s.io/erp-telemetry-rolebinding created
serviceaccount/erp-infra-sa created
role.rbac.authorization.k8s.io/erp-infra-role created
rolebinding.rbac.authorization.k8s.io/erp-infra-rolebinding created
serviceaccount/erp-apps-sa created
role.rbac.authorization.k8s.io/erp-apps-role created
rolebinding.rbac.authorization.k8s.io/erp-apps-rolebinding created
serviceaccount/erp-services-sa created
role.rbac.authorization.k8s.io/erp-services-role created
rolebinding.rbac.authorization.k8s.io/erp-services-rolebinding created
storageclass.storage.k8s.io/local-path unchanged
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-deny-all created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-allow-internal created
networkpolicy.networking.k8s.io/erp-deny-all created

v/ Shared resources applied

[4/5] Patching Helm ownership metadata...

Applying Helm ownership metadata to all resources...
-+ Processing namespace: erp-infra
namespace/erp-infra not labeled

namespace/erp-infra annotated
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serviceaccount/erp-infra-sa labeled
serviceaccount/erp-infra-sa annotated

-+ Processing namespace: erp-telemetry
namespace/erp-telemetry not labeled
namespace/erp-telemetry annotated
serviceaccount/erp-telemetry-sa labeled
serviceaccount/erp-telemetry-sa annotated
-+ Processing namespace: erp-security
namespace/erp-security not labeled
namespace/erp-security annotated
serviceaccount/erp-security-sa labeled
serviceaccount/erp-security-sa annotated
-+ Processing namespace: erp-ai
namespace/erp-ai not labeled
namespace/erp-ai annotated
serviceaccount/erp-ai-sa labeled
serviceaccount/erp-ai-sa annotated

-+ Processing namespace: erp-services
namespace/erp-services not labeled
namespace/erp-services annotated
serviceaccount/erp-services-sa labeled
serviceaccount/erp-services-sa annotated
-+ Processing namespace: erp-apps
namespace/erp-apps not labeled
namespace/erp-apps annotated
serviceaccount/erp-apps-sa labeled
serviceaccount/erp-apps-sa annotated

v/ All resources patched with Helm ownership metadata.

v/ Ownership metadata patched

[5/5] Deploying Helm chart...

Release "erp-uno" does not exist. Installing it now.

NAME: erp-uno

LAST DEPLOYED: Sat Jul 4 11:58:19 2026
NAMESPACE: default

STATUS: deployed

REVISION: 1

DESCRIPTION: Install complete

TEST SUITE: None
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®iHanizauis:

| Helm Deployment Complete v/

[l Quick Status:

erp-ai Active 3s
erp-apps Active 3s
erp-infra Active 3s
erp-security Active 3s
erp-services Active 3s
erp-telemetry Active 3s
Pods:
4 Running

1 ContainerCreating

@ Useful commands:
kubectl get pods -A
kubectl get hpa -A
helm status erp-uno
helm history erp-uno

14.5. [ekoHCTpyKLIisi KjaacTepy

[einiuianizauyis:

release "erp-uno" uninstalled
namespace "erp-ai" deleted
namespace "erp-infra" deleted
namespace "erp-security" deleted
namespace '"erp-services'" deleted
namespace "erp-apps" deleted
namespace '"erp-telemetry" deleted

04 nunus 2026

SRE Handbook — Site Reliability Engineering

34



ERP/1: Mignpuemcreo 04 nunua 2026

15. Roadmap HagiinocTi ERP/1

Keaptan Hanpsam KoHkpeTHi aii

Q3 2026 PoswunpeHHs [onaeaHHs HOBUX MOAYNIB Yy erp-apps;
po3wupenHsi HPA Ha erp-services; Alertmanager
routing

Q3 2026 Observability Hopatkosi Grafana gawbopan per-namespace;
Loki alerting rules; SLO burn-rate aneptu

Q4 2026 GitOps ArgoCD; asto-rollback Ha SLO-nopywieHHs;
pre-commit hook ans values.rb

Q4 2026 Security ias-auth + vpn-wireguard; PKI-naHuytoxok yepes
ca-pki; mTLS mix namespace'amu

Q1 2027 Chaos Chaos Mesh pod-kill Tectu; quarterly fire drill

Q1 2027 Scalability Hopatkoeuii worker-syson; multi-node kind; HPA
nif, HaBaHTAXKEHHSIM

Q2 2027 Production Managed Kubernetes (GKE/EKS/AKS /

bare-metal); TLS Ingress; DNS erp.uno

SRE Handbook — Site Reliability Engineering 35



ERP/1: Mignpuemcreo 04 nunua 2026

16.

BucHoBok

SRE Handbook ERP/1 onucye »xusy, eBontouiiiHy nnatgopmy. KntoHoBi apxiTeKTypHi
pilLEHHS:

1.

Namespace-izonsuis — 6 pisxis i3 NetworkPolicy deny-by-default 3abesneuyrotb
be3sneky Ta He3anexxHe MaclTabyBaHHS.

Helm-driven GitOps — eantunii values.yaml, aBTOMaTU4YHO CUHXPOHI30BaHWiA i3
1ib/ 4epe3 values.rb, € feKnapaTUBHUM KOHTPAKTOM YCi€l niatdopmu.
SLO-opieHToBaHuii nigxin — audepenyiiosani SLO (99.5%-99.99%) sigobparka-
tOTb peasibHy KPUTUYHICTb CEpBICIB.

Observability-first — erp-telemetry posropraetbcst gpyrum ta mae Haieuwumin SLO
99.99%.

MinimanbHuii TOIL — deploy.sh + values.rb + maiibyTHiii ArgoCD 3BogsTh pyudHy
poboTy HaHiBeup.

Ko)Ha 3MiHa B cucTeMi NOBUHHA:

* MpoxoguTtu yepe3 Git (eguHe axepeno icTuHN)

* [lepeBipsTnch Yyepe3s helm lint Ta ruby values.rb -dry-run

* BumiptoBaTtuce yepes Prometheus SLI

[NokymenTyBaTuCh y noctmopTemi npu Sevl/Sev2

«Reliability is the most important feature.»
— Google SRE Book, 2016

2026 © Zen Crypted — Cuctemn EnektpoHHoro YpsinyBaHHs
PenosuTopiii: github.com/erpuno/cd
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